
What are the key security issues for IT teams  
implementing IoT solutions?
Security is among the most common challenges for our customers and partners 
when implementing Internet of Things (IoT) solutions. This reflects a growing 
demand that we see in the market generally to have solid answers to increasingly 
demanding security questions and requirements. This is driven primarily by new 
and emerging data privacy regulations. 

A timely example here is the general data protection regulation (GDPR), which 
comes into force in the EU in May 2018. Although we’ve known for a couple of years 
that it’s coming, the impending deadline has increased the urgency for those still 
preparing to comply. Other regulations around the world, like the new CLOUD Act 
in the US, mean that this is a consideration for organizations across all regions. 
While each regulation has its own requirements and priorities, they are all united 
by the common idea of ensuring data – especially personal data – is properly 
protected and privacy is maintained, even as the data networks we rely on  
become larger, faster and more complex. 

IoT is a big driver of this growth and complexity, so we and our partners are often 
asked by our customers how they can ensure their data privacy. Fortunately, 
there’s a lot of support out there to help ensure the IoT solutions you offer 
meet compliance requirements. Various regional and industrial consortia have 
released their own IoT security recommendations and blue prints, for example the 
GSMA offers a certification process by which solution providers can validate the 
compliance of their offering. Once it’s validated, the GSMA will then also promote 
your compliant solution. Other organizations that offer similar certifications include 
ENISA, the UK-based IoT Security Foundation and last but not least, the regulations 
and recommendations from NIST.

The Internet of Things (IoT) presents solution providers with huge opportunities 
to add new value for their customers, create new products and services, and 
drive new revenue streams. We quiz Jan Krüger, Product Manager, IoT Security 
Solutions at Intel, about how Intel® Technology Provider members can achieve 
their ambitions with IoT, without compromising security.
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https://www.eugdpr.org/
https://futurism.com/everything-need-know-cloud-act/
https://www.enisa.europa.eu/topics
https://www.iotsecurityfoundation.org/
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What are the implications of these 
requirements for Intel® Technology  
Providers offering IoT solutions?
With the increased pressure to ensure security that these 
regulations bring, it’s essential for solution providers to 
focus on building increasingly resilient systems and devices. 
I say resilient because it’s not just about physical security. 
Resilience includes security, safety, IT protection, data 
privacy, and a host of other considerations – and it all needs 
to be done in a very heterogeneous environment. Without 
a holistic approach like this, you’re risking your customers’ 
data, and your company’s reputation.

How can Intel help achieve this?
We work closely with our Intel® Technology Provider (ITP) 
partners to help them develop and bring to market innovative 
and exciting IoT solutions across all industries and covering 
a broad range of use cases. This experience has shown the 
importance of having a core set of foundational capabilities 
in the platform supporting IoT solutions, that will enable 
our partners to deliver a fully resilient system with built-in 
privacy and protection on each device against attack.

To do this, we have developed the Intel® Security Essentials 
framework, which includes a wide range of technologies 
offering hardware-based security principles, that are:

First, there’s identity protection. One of the challenges 
facing the market today is having the ability to identify every 
device on a network, either individually, or to use its identity 
to provide authenticity to someone or something else. For 
example, if you’re shipping 100,000 devices to a customer’s 
network, how does their Microsoft Azure* cloud environment 
know that they’re the right devices to connect to, and that 
they can be trusted? With Intel Security Essentials, we 
provide enhanced privacy and identity technology, built 
into the hardware and standardized so it will work with any 
devices – even those that do not include Intel® technology. 
With this identification capability on the platform, IoT 
solution providers are positioned very well to meet GDPR  
and other requirements. 

Next is trusted execution. Customers demand resilience  
from their IoT solutions – they need to trust what runs on 
their platform. Trusted execution provides an isolated, 
so-called Trusted Execution Environment (TEE) within the 
hardware to protect sensitive data, processes and keys at 
run time and so create a trusted application environment. 
Intel® Software Guard Extension (Intel® SGX) is our flagship 
technology providing a complete framework from edge 
device to cloud server, to span your trusted environment. 

Tied to this is the third principle, platform integrity. 
Customers also need to know that their mission-critical 
applications are secure, and to be sure that whatever 
software functions they may need in the future will be easily 
available and simple to implement, even if they don’t have 
them today. Our built-in technologies provide the hardware 
elements that are needed to run trusted environments where 
customers can run the software they want, when they want 
it, and without the risk that one application may prevent 
another from running. For example, Intel Security Essentials 
enables a protected and verified boot process with hardware 
attestation of the platform. It also ensures that any software 
running on the platform cannot be compromised, and so 
remains trusted and reliable over time.

Finally, there’s cryptography. As compute power becomes 
cheaper, adversaries are able to break weaker cryptographic 
standards faster. This is a pattern that is likely to continue, so 
when planning IoT implementations that are likely to last for 
years, it’s important to ensure their cryptographic algorithms 
are resilient and future-ready. Intel’s certified cryptographic 
engines offer customers the assurance that their system is 
running in a mature and proven way that is ready for this 
challenge. We are committed to staying ahead of the hackers 
by constantly researching new cryptographic approaches and 
building innovative capabilities into our technologies. 

We also work with our ITP ecosystem to design and deploy 
the most effective cryptography models for IoT solutions. 
For example, by incorporating cryptographic capabilities 
into our IoT gateway technologies, we enable our partners 
and customers to benefit from having the computing power 
of Intel® processors close to the IoT devices generating 
data. In this way, advanced, compute-hungry cryptography 
can be run on data as it is created, without hindering the 
performance of the IoT devices themselves. 

How will this approach help ITP  
members enhance their IoT offerings?
We are able to offer a holistic platform through Intel 
Security Essentials, which offers integrated, built-in security 
capabilities from edge devices to data center. We believe this 
end-to-end capability is unique. 

It’s also an advantage that our solutions are already very 
wide spread, meaning deploying and implementing new 
technologies is generally relatively simple and cost effective 
for customers and solution providers. In fact, other leading 
solutions – such as Microsoft Confidential Computing* (part 
of the Azure stack) – already rely on Intel technology to 
deliver their foundations. These market-ready solutions can 
help ITP members get new holistic offerings off the ground 
very quickly.

https://www.intel.co.uk/content/www/uk/en/homepage.html
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Tell us about some recent developments  
in Intel’s work in this area
An exciting recent development is Intel® Secure Device 
Onboard (Intel® SDO).

Another challenge facing IoT solution providers currently is 
‘just-in-time’ device provisioning. When connecting a new 
device to any network – no matter what type of platform, or 
where in the network the device sits – the first step is to get 
the device to ‘know’ a certain secret piece of information that 
will then enable it to perform the initial action of connecting 
to the network. Getting that piece of information to the device 
is a challenge that hasn’t yet been solved in a scalable way. 
Currently the most common way around it is to physically 
unpack each device and feed it the information it needs 
so that it can connect when in situ, then re-packing it and 
shipping it to where it needs to go.

Solving this issue will require the IoT ecosystem to work 
together to enable the protocols that the market will be 
based on. Organizations like NIST and ENISA are already 
looking into it, but we have also made a start at Intel. Within 
Intel Security Essentials are the foundations that will enable 
a lot of the steps that will need to form part of the ultimate 
solution, such as enhanced privacy ID (EPID), cryptography, 
trusted execution and secure storage. 

We’ve taken these efforts a step further recently, with Intel 
SDO. This is a service provided by Intel that is grounded in 
our own hardware capabilities, although it is not limited to 
Intel technology-based platforms. We’ve set up onboarding 
protocols, which many other organizations have joined, and 
have tailored the service to support independent solution 
vendors (ISVs) and systems integrators (SIs). It allows them 
to implement their software and send devices where they 
need to go, and have these devices connect to the system 
using Intel SDO, all without needing to physically intervene – 
enabling the ‘just in time’ provisioning model.

Can you give an example of how  
this would work in practice?
Imagine a coffee machine vendor wants to sell an intelligent 
coffee machine. It could install an Intel® Atom™ processor 
in the device to provide compute power, and connect it 
to sensors that would measure things like temperature, 
water volume and water pressure. Each machine would 
then be connected to the company’s Microsoft Azure cloud 
environment, so it can monitor them and carry out predictive 
maintenance, flagging to the end customer for example that 
their coffee brewing temperature is too low and sending out  
a technician to fix the problem. 

In this example, the coffee machine vendor may work with 
an original device manufacturer (ODM) to create the devices. 
This ODM would use Intel Security Essentials technologies as 
part of the device design. The coffee machine vendor would 
then use the Intel SDO service capabilities integrated into 
Azure to ensure that whenever it deploys a new machine at 
a customer’s site, it connects securely to the maintenance 
system. There’s no need to engage Intel directly here – 
the vendor can just use one of our published software 
development kits (SDKs) to integrate their software with  
the hardware foundations provided by the ODM.

Do you have any final thoughts to share?
Building a cyber security strategy is like building a house. You 
need walls, a roof, plumbing and electricity, but it’s up to you 
how thick you make the walls, what configuration you choose 
for the rooms, and how you decide to decorate. I think of Intel’s 
technology platform as providing those foundational elements 
that everyone needs. Then our ITP partners can shape them 
into whatever form and configuration they need to deliver the 
IoT solutions that will amaze and delight their customers.

Ultimately it’s our ITP partners in the driving seat –  
we just give them the engine they need to get to their  
chosen destination.

To learn more about how Intel can help you build and 
secure your IoT solutions, visit: https://www.intel.
com/content/www/us/en/internet-of-things/iot-
platform.html 

All information provided here is subject to change without notice. Contact your Intel representative to obtain the latest Intel product 
specifications and roadmaps. 
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